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Abstract – One of the primary usage of cloud computing is data storage. Cloud provides enormous capacity of storage 

for cloud users. It is more reliable and flexible to users to store and retrieve their data at anytime and anywhere. It is an 

increasingly growing technology. Nowadays, many enterprises have started using cloud storage due to its advantages. 

Even though the cloud continues to gain popularity in usability and attraction, the problems lie in data security, data 

privacy and other data protection issues. Security and privacy of data stored in the cloud are major setbacks in the field 

of Cloud Computing. Security and privacy are the key issues for cloud storage. This paper proposes an encryption 

algorithm to address the security and privacy issue in cloud storage in order to protect the data stored in the cloud.  
 

Keywords: Cloud Storage, Security, Privacy, Encryption Algorithm, Cryptography 

 

I. INTRODUCTION 

Cloud is a technology invention. It provides the 

computational resources (Server, Storage, OS and 

Network) to user as service based on demand. Cloud 

computing has emerged as a popular solution to provide 

cheap and easy access to externalized IT (Information 

Technology) resources. An increasing number of 

organizations (e.g., research centres, enterprises) benefit 

from Cloud computing to host their applications [1]-[2]. 

Virtualization is the core concept supported in the cloud 

computing. Resources are provided to cloud users as 

virtualized manner [3]. Virtualization and cloud 

computing can be used quite successfully to improve the 

resilience of an IT environment. Because, they provide the 

means to recover quickly from component or system 

malfunctions using failover. Quickly take back up of 

essential applications and data. Virtual machines can be 

migrated from one physical server to another in a live 

migration; virtual machine images can be restarted in a 

different location to provide for disaster recovery [4].  
Cloud has three types of services. They are Software as a 

service, Platform as a service and Infrastructure as a 

service. Cloud services are provided by the different cloud 

providers like Amazon, Google, Microsoft, IBM and etc. 

The users can utilize these services (SaaS, PaaS and IaaS) 

based on their requirement. Usage of these three services, 

user‟s data are stored in the cloud storage. Cloud providers 

are maintaining the user‟s data in cloud environment. The 

data in the provider‟s hands could make security and 

privacy issue in cloud storage.  

With cloud computing, all users‟ data are stored on the 

cloud. So cloud users have to think about their data [5] 

like: security of the data in the cloud, Access control and 

authentication of the cloud. Cloud computing companies 

say that data is secure, but it is too early to be completely  

 

 

 

sure of. Only time will tell if user‟s data is secure in the 

cloud.  

Cloud security and privacy concerns are arising in which 

both customer‟s data and application are residing in 

provider‟s premises. Security and privacy are always a 

major concern in cloud computing [6]-[7] as shown in 

Fig.1. It shows the survey report of 2008 and 2009 by 

International Data Corporation (IDC). From the figure, it 

is clear that security is the top most concern in cloud 

computing in the survey of both years.   
 

 

 
Fig.1 Security is a major concern to cloud computing [6]-[7] 

 

While cost and ease of use are two great benefits of cloud 

computing [5], there are significant security concerns that 

need to be addressed while moving critical applications 

and sensitive data to public and Cloud storage.  

Cloud data may be attacked in two ways. One is outsider 

attack and the other is insider attack. Insider as an 

administrator can have the possibility to hack the user‟s 

data. Insider attack is very difficult to be identified. So the 

users should be very careful while storing their data in 

cloud storage. Even though the data is accessed by the 

third party, they shouldn‟t get the actual data. So, all the 
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data must be encrypted before it is transmitted to the cloud 

storage.  

Cryptography is a technique applied for encryption and 

decryption. In the field of cryptography there are several 

techniques available for encryption/decryption. These 

techniques can be generally classified into two major 

groups, i.e. Conventional and public key Cryptography 

[8]. Conventional cryptography is also referred as 

symmetric encryption or single key encryption. Same key 

is used for encryption and decryption. Public key 

cryptography is referred as asymmetric encryption or 

public key encryption. Separate keys are used for 

encryption and decryption. Fig.2 represents the simplified 

model for conversional encryption technique.  

The original intelligible message, referred as plaintext, is 

converted into apparently random ambiguous message, 

referred as ciphertext. The encryption process consists of 

an algorithm and a key. The key is a value independent on 

the specific of the plain text. The algorithm will produce a 

different output depending on the specific key being used 

at that time. Changing the key changes the output of the 

algorithm. 

Once the ciphertext is produced, it may be transmitted to 

cloud storage. Upon reception, the ciphertext can be 

transformed back to the original plaintext by using a 

decryption algorithm with the same key that was used in 

encryption. 

 

 
 

Fig.2 Model of Conventional Encryption [9] 
 

This paper proposes a symmetric encryption algorithm to 

protect the user‟s data stored in the cloud storage from the 

unauthorized access.  

The paper is organized as follows. Section II gives the 

detail on the various issues in cloud data storage. Section 

III describes the symmetric encryption algorithm and how 

it is executed. Section IV talks about the different classical 

encryption algorithms that are already used in the data 

security. In Section V, proposed encryption and decryption 

algorithm are described in detail. Section VI gives the 

conclusion for the paper. 

II. ISSUES IN CLOUD DATA STORAGE 

Cloud Computing moves the application and data to the 

cloud storage, where the management of the data and 

services may not be fully trustworthy. This unique 

attribute, however, poses many new security challenges 

which have not been well understood. This paper focuses 

on cloud data storage security, which has always been an 

important aspect of quality of service. Following are the 

issues [10] in cloud data storage. 

A. Privacy  

Different from the traditional computing model, cloud 

computing utilizes the virtual computing technology. 

User‟s personal data may be scattered in various virtual 

data center rather than stay in the same physical location, 

even across the national borders. At this time, data privacy 

protection will face the controversy of different legal 

systems. On the other hand, users may leak hidden 

information when they accessing cloud computing 

services. Attackers can analyze the critical task depending 

on the computing task submitted by the users. 

The major privacy issues [11] relate to i) Trust, i.e.  

whether there is unauthorized secondary usage of PII 

(Personally Identifiable Information), ii) Uncertainty, i.e. 

ensuring that data has been properly destroyed by the one 

who controls retention of data on how the privacy 

breaches have occurred and how the fault is determined in 

such cases iii) Compliance, i.e. environments with data 

proliferation and global, dynamic flows, and addressing 

the difficulty in complying with transborder data flow 

requirements. 

B. Security  

Security concerns relate to risk areas such as external data 

storage, dependency on the public internet, lack of control, 

multi-tenancy and integration with internal security [12]. 

Cloud service providers employ data storage and 

transmission encryption, user authentication, and 

authorization. Many clients worry on the vulnerability of 

remote data to hackers. Cloud providers are enormously 

sensitive to this issue and apply substantial resources to 

mitigate this problem. 

C. Trust  

Trust issue in cloud computing has equal concern against 

security and privacy. Trust is defined as reliance on the 

integrity, strength, ability and surety of a person or thing. 

Entrusting user data on to a third party who is providing 

cloud services is an issue. For example, in April 2012, 

Amazon's Elastic Compute Cloud service crashed during a 

system upgrade, knocking customers' websites off-line all 

over for several hours for several days. Another incident 

happened on the same month. The hackers broke into the 

Sony PlayStation Network, exposing the personal 

information to 77 million people around the world. These 

issues have certainly created doubts in mind of cloud users 

and damaged the trust [10]. 

D. Ownership  

Once data has been submitted to the cloud, developers 

have concern about losing their rights or being unable to 

protect the rights of their customers. Many cloud providers 

address this issue with well-skilled user-sided agreements. 
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According to the agreement, users would be wise to seek 

advice from their favourite legal representative. 

E. Performance and Availability 

Business organizations are worried about acceptable levels 

of performance and availability of applications hosted in 

the cloud. Application and data in the cloud storage should 

be available to the users at anytime and anywhere. Users 

have no worry about the local system which is used for 

accessing the cloud servers. 

F. Long-term Viability  

Users should be sure that the data put into the cloud will 

never become invalid even the cloud computing provider 

get lost or get acquired and swallowed up by a larger 

company. Users should ask their potential providers of 

cloud how they would get user‟s data back and if it would 

be in a format that user could import into a replacement 

application [13]. 

H.   Data Backup 

 Cloud providers employ redundant servers and routine 

data backup processes, but users worry about being able to 

control their own backups. Many providers are now 

offering data dumps onto media or allowing users to back 

up data through regular downloads. 

G. Data Portability and Conversion  

Users have concerns on data portability like, switching 

between service providers. There may be difficulty in 

transferring data. Porting and converting data is highly 

dependent on the nature of the cloud provider‟s data 

retrieval format, particularly in cases where the format 

cannot be easily revealed. As service competition grows, 

open standards become established, the data portability 

issue will ease, and conversion processes will become 

available supporting the more popular cloud providers. 

Worst case is that the cloud subscribers have to pay for 

some custom data conversion. 

These are certain areas in which cloud computing requires 

to excel and solve problem related to it. Out of all the 

problems; narrated Security and Privacy [14] put the major 

threats in growth of cloud computing. It needs to be 

worked upon.  

III. SYMMETRIC ENCRYPTION 

Symmetric encryption (see Fig.2) involves the use of a 

single secret key for both the encryption and decryption of 

data. Only symmetric encryption has the speed and 

computational efficiency to handle encryption of large 

volumes of data [9].  

For example, a source produces a message in plaintext,    

X = [X1, X2, X3,…. XM]. For Encryption, a key is generated 

at the message source. Then the key is also provided to the 

destination by means of some secure channel. With the 

message X and the encryption key K as input, the 

encryption algorithm forms the cipher text Y = [Y1, 

Y2,….YN]. This may be written as Y = EK(X). 

Cipher text Y is produced by using encryption algorithm, 

where E indicates the encryption algorithm used and K 

indicates the key used for encryption. The receiver of this 

message should apply decryption algorithm with same key 

used for encryption to get the actual message X = DK[Y]. 

Here D indicates decryption algorithm. 

IV. CLASSICAL ENCRYPTION 

Several encryption algorithms are available and are used 

in information security. These algorithms can be 

categorized as classical encryptions [15]. These encryption 

algorithms are based on two general principles namely 

substitution cipher, in which each element in the plaintext 

is mapped into another element, and transposition cipher, 

in which elements in the plaintext are rearranged.  Out of 

the different encryption algorithms, few algorithms are 

described in this section.  

A.  Caesar Cipher 

Caesar cipher [16] is a classical substitution cipher and it 

is one of the simplest examples of substitution cipher. It 

replaces alphabet of letter in the plain text, with a letter 3 

places ahead of it. For example, “HELLO” is a plain text 

which will be converted into “KHOOR” as cipher text. 

One can see that such a cipher may be difficult to break. 

This cipher can be broken by brute force attack because at 

the end there are only 25 possible available options of key.  

B. Playfair Cipher 

Another example of classical substitution cipher is Playfair 

cipher [17] which has a square matrix of 5X5 alphabetical 

letters arranged in an appropriate manner. The user can 

select a key and place it in the matrix. The remaining 

letters of English alphabet from the key are then one by 

one placed in the matrix of Playfair cipher. The plain text 

is broken into pairs and if a pair has same alphabet then 

they are separated by introducing a filler letter with „x‟. 

Otherwise if the pair is with different alphabetical letters 

and resides in the same row of matrix then each letter is 

replaced by the letter ahead of it. If the pair of letters is in 

same column of matrix then each letter is replaced by the 

letter below it, and when the pair of letters is neither in 

same column nor in same row then  they are replaced by 

the letter in their row that resides at the intersection of 

paired letters. 

C. Vigenere Cipher 

Vigenere cipher [18] when compared with Caesar cipher 

gives some level of security with the introduction of a 

keyword. This key word is repeated to cover the length of 

the plain text which is to be encrypted. Example is shown 

below:  

 

KEY : f a u z a n f a u z a n 

Plain text : c r y p t o g r a p h y 

Cipher : H R S O T B L R U O H L 

 

As it can be seen from that above example, “fauzan” is a 

keyword and plain text is “cryptography” which is 
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encrypted into “HRSOTBLRUOHL”. This is done using 

Vigenere table which contains alphabets in form of rows 

and columns left most column. The left most column 

indicates keyword and top most row indicates plaintext 

and at the junction of two alphabetical letters resides our 

replacement. After individually transforming every letter, 

user gets an encrypted message. 

D. Rail fence technique 

This is one of the transposition ciphers [8], in which the 

plain text is written down as a sequence of diagonal and 

then read as a sequence of rows. For example, to encipher 

the message “ hai welcome” with a rail fence of depth 2,   

  

 h    i    e    c    m   

            a   w    l    o     e 

 

Now the encrypted message is “hiecmawloe”.  

In this technique the same alphabets in the plaintext is 

rearranged. This technique alone cannot be sufficient for 

data security.   

V. PROPOSED ALGORITHM 

Proposed technique emphasizes on improving classical 

encryption techniques by integrating substitution cipher 

and transposition cipher. Both substitution and 

transposition techniques have used alphabet for cipher 

text. In the proposed algorithm, initially the plain text is 

converted into corresponding ASCII code value of each 

alphabet. In classical encryption technique, the key value 

ranges between 1 to 26 or key may be string (combination 

alphabets). But in proposed algorithm, key value range 

between 1 to 256. This algorithm is used in order to 

encrypt the data of the user in the clouds. Since the user 

has no control over the data after his session is logged out, 

the encryption key acts as the primary authentication for 

the user. Proposed algorithm is described below. 

A. Encryption Algorithm 

Followings are the steps in proposed encryption algorithm.  

Encryption Algorithm: 

step 1. Count the No. of character (N) in the plain text 

without space. 

step 2. Convert the plain text into equivalent ASCII code. 

And form a square matrix (S X S >=N). 

step 3. Apply the converted ASCII code value from left to 

right in the matrix. Divide matrix into three part namely 

upper, diagonal and lower matrix. 

step 4. Read the value from right to left in each matrix. 

step 5. Each matrix use three different key K=K1, K2, K3 

for encryption. Do the encryption. 

step 6. Apply the encrypted value into the matrix in the 

same order of upper, diagonal and lower. 

step 7. Read the message by column by column. Here the 

order in the columns read from the matrix is the key K4.  

step 8. Convert the ASCII code into character value.  

 

The followings are the detailed description of each step in 

the proposed encryption algorithm.  

 

Step 1:- Count No.of characters (N) in the message 

without space. 

 

             Plaintext - HIHOWAREYOU. 

 

                   N= 11 (N = No. of Characters in the Message) 

 

Step 2:- Convert the plain text into equivalent ASCII code. 

And form a square matrix. 

  

ASCII code value for the plaintext: 

72 73 72 79 87 65 82 69 89 79 85 

 

To form a square matrix, choose a number (S), square 

value of S is immediately next to N. i.e. S
2 

is nearest 

square value N and S
2 
>= N.  

For this plaintext N=11, so S=4. 

                

The order of matrix is 4 X 4>=11, Form a 4 X 4 matrix. 

 

Step 3:- Apply the converted ASCII code message row by 

row in S X S matrix. Separate the matrix into three parts as 

Upper, Diagonal and Lower. Following shapes represent 

the upper, diagonal and lower matrix position in the square 

matrix. 

   - Upper      - diagonal        -Lower

  

   

72 73 72 79 

87 65 82 69 

89 79 85 65  

66 67 68 69 

 

Step 4:- Read the message from left to right for upper, 

diagonal and lower. 

 

72 73 72 79 

87 65 82 69 

89 79 85 65  

66 67 68 69 

  

The values of three matrixes are, 

Upper Matrix -  73 72 79 82 69 65  

Diagonal   -  72 65 85 69    

Lower matrix   -  87 89 79 66 67 68 

 

Step 5:- To encrypt the message use three different keys 

for upper, diagonal and lower matrix separately. Keys are 

K=K1 for upper matrix, K2 for diagonal matrix and K3 for 

lower matrix.  

 

Upper Matrix =23 -- K1 

Diagonal Matrix =17 -- K2 
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Lower Matrix =6 -- K3 

Now add this key value with ASCII code message of each 

matrix. 

 

After Encryption: 

Upper Matrix   - 96 95 102 105 92 88  

Diagonal   - 89 82 102 86 

Lower matrix  - 93 95 85 72 73 74  

 

Step 6:- Apply the message into the square matrix in the 

same order of how it was read. 

 

89 96 95 102 

93 82 105 92 

95 85 102 88 

72 73 74 86 

 

Step 7:-  Now Read the message from the matrix by 

column by column. Here the order of the columns read in 

the matrix is the key K4.  

 

 

  

4       2      1       3 

89 96 95 102 

93 82 105 92 

95 85 102 88 

72 73 74 86 

 

Encrypted text is:  

95 105 102 74 96 82 85 73 102 92 88 86 89 93 95 72 

 

 Step 8:- Covert the ASCII code into the equivalent 

character value. Then, 

 

Encrypted cipher text is _ifJ‟RUIf\XVY]_H 

B. Decryption Algorithm  

The encrypted data is stored in the cloud storage. To 

retrieve the data from cloud, decryption is necessary to get 

the actual data in the cloud. Decryption is possible only 

with key values which are used for encryption. So key 

should have a vital role in encryption and decryption 

algorithm. Following steps illustrate the decryption 

algorithm. 

Decryption Algorithm: 

step 1. The encrypted text is converted into ASCII code 

values. 

step 2. Count the No.of character (N) in the decrypted 

text and form a square matrix S X S. 

step 3. Apply the ASCII code in the SXS matrix as column 

by column based on key K4. 

step 4. Divide the matrix into upper, diagonal and lower.  

step 5. Apply reverse encryption using the keys K1, K2 

and K3 on the upper, diagonal and lower matrix 

respectively. 

step 6. Apply the message into table by upper, diagonal 

and lower matrix.  

step 7. Read the message as row by row from left to 

right. 

step 8. Convert the ASCII code into character value.  

 

The followings are the detailed description of each step in 

the decryption algorithm.  

 

Step1:- Each character in the encrypted text is converted 

into equivalent ASCII code values. 

 

 Encrypted text = _ifJ‟RUIf\XVY]_H 

  

Convert it into ASCII code, as below 

95 105 102 74 96 82 85 73 102 92 88 86 89 93 95 72 

 

Step2:- Count the No.of character (N) in the decrypted 

text and form a square matrix SXS.  

  

No. of characters are N=16, so S=4,  

 Order of matrix is 4X4. 

 

Step3:- Apply the ASCII code in the SXS matrix as 

column by column based on key K4. 

  

Now the matrix is, 

 

4       2       1        3 

89 96 95 102 

93 82 105 92 

95 85 102 88 

72 73 74 86 

 

Step4:- Divide the matrix into upper, diagonal and lower.  

 

Read the message in the matrixes from left to right. 

 

89 96 95 102 

93 82 105 92 

95 85 102 88 

72 73 74 86 

 

Now, message in each matrix is 

Upper Matrix   - 96 95 102 105 92 88  

Diagonal   - 89 82 102 86 

Lower matrix  - 93 95 85 72 73 74  

 

Step5:-  Apply reverse encryption using the keys K1, K2 

and K3 on the upper, diagonal and lower matrix 

respectively. 

 

Upper Matrix =23 -- K1 

Diagonal Matrix =17 -- K2 

Lower Matrix =6 -- K3 

  

Decrypt the message using the keys. The values of three 

matrixes after decryption   

Key- K4 

Key- K4 
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Upper Matrix -  73 72 79 82 69 65  

Diagonal   -  72 65 85 69    

Lower matrix   -  87 89 79 66 67 68 

 

Step6:- Apply the message into table by upper, diagonal 

and lower matrix.  
 

 Matrix is, 

72 73 72 79 

87 65 82 69 

89 79 85 65  

66 67 68 69 
 

Step7:- Read the message as row by row from left to right. 
 

72 73 72 79 

87 65 82 69 

89 79 85 65  

66 67 68 69 
 

Now the message is,  

72 73 72 79 87 65 82 69 89 79 85 65 66 67 68 69 
 

Step8:- Convert the ASCII code into equivalent character 

value. Then, 
 

Decrypted result is, 

HIHOWAREYOU 

By completion of all these steps in the decryption 

algorithm the original text is retrieved by the user. In both 

encryption and decryption, key is more important. 

Algorithm could be known to everyone but key should be 

known only to authorize user. 

VI. CONCLUSION 

Security and Privacy of data stored in Cloud Computing is 

an area which has full of challenges and of paramount 

importance. Many research problems are yet to be 

identified. Cryptographic techniques are used to provide 

secure communication between the user and the cloud. 

Symmetric encryption has the speed and computational 

efficiency to handle encryption of large volumes of data in 

cloud storage. This paper proposed a symmetric 

encryption algorithm for secure storage of cloud user data 

in cloud storage. The proposed encryption algorithm is 

described in detail and the decryption process is reverse of 

the encryption. This algorithm is used in order to encrypt 

the data of the user in the cloud. Since the user has no 

control over the data once their session is logged out, the 

encryption key acts as the primary authentication for the 

user. By applying this encryption algorithm, user ensures 

that the data is stored only on secured storage and it cannot 

be accessed by administrators or intruders. 
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